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About Luis Guirigay

Engagement Manager at PSC Group, LLC — Based in Schaumburg, IL but supporting customers everywhere.. Even Africa

12+ Years of Experience working with IBM Software performing Health Checks, Upgrades, Security Audits,
Deployments, Web and Client Development, etc...

Published Author - IBM Redbooks
Implementing IBM Lotus Domino 7 for i5/0S
Preparing for and Tuning the SQL Query Engine on DB2 for i5/0S
Deploying IBM Workplace Collaboration Services on the IBM System i5 Platform
IBM Certified Developer
Lotus Notes and Domino 5, 6, 7, 8, 8.5
Lotus Workflow 3
IBM Certified Administrator
IBM Lotus Quickr 8.5 (Domino)
IBM Sametime 7.5, 8 and 8.5
IBM Connections 2.0 and 2.5
IBM WebSphere Portal 6.0, 6.1 and 7.0
IBM Lotus Notes and Domino 5, 6, 7, 8 and 8.5
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About Kim Greene

« Owner of Kim Greene Consulting, Inc.
» Extensive iSeries background
« Services offered include:
» System and application performance optimization
* Administration
« Upgrades
» Troubleshooting
« Health, performance, security, etc. checks
« Migrations
« Enterprise integration
» Technical writer for Systems Magazine, System i Edition
* Blog
« www.bleedyellow.com/blogs/dominodiva
« Twitter
* 1SeriesDomino
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Quick Poll !

 Who’s using...
— Lotus Notes and Domino
— Lotus Traveler
— Sametime
— Lotus Quickr
— Connections
— WebSphere Portal
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Agenda

Why a Health Check Is important ?
When to perform a Health Check ?
ools to perform a Health Check

hings you should take a look at
— Messaging

— Clusters

— DAOS

— TXN

— And more....
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Why Is a Health Check important ?

» Do you get a physical every year or walit until
something hurts ?

* InIT.... a health check will save your servers,
and sometimes even your job

* A Health Check will help you to...

— prevent issues

— resolve issues

— Improve performance

— enhance security

— make your work & life easier

. Midwest Lotus User Group Conference

Expanding Your Community Through Social Collaboration



When to Perform a Health Check?

 Started a new job

 You think your servers could perform better

* You think you have problems

* You don't understand your Domino infrastructure

 After a crash or hung (just check what's related to
the issue)

* On a regular basis

— Some items can be reviewed weekly, some others every
month. You decide !
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- 00ls you can use
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Domino Domain Monitoring -
DDM

« Means to quickly monitor and determine health of an entire
domain

— From a single Ul location
— Reduces TCO

« Available since Domino release 7
— Enabled in Monitoring Configuration database (events4.nsf)

— Feature-oriented view of domain status in DDM.nsf

 Provides for quick problem resolution

Expanding Your Community Through Social Collaboration
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A My Events
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DDM R T -

Open and closed events from the past week only, sorted by severity

10/14/2010 11:09 AM : Mobile/PSCDM - changed state to Open
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g | Date Server |Recent Events By Severty |Assigned To |
145 = Open
* |50 . = Failure
K3 (Z) = Waming (High)
*x |5 @ Database
2 = Security
* @) Thu 07721 Mobile/PSCDM User CN=John Bigenwald/0=PSCDM on device
Android_22a0000015d 3390 is in viclation of their Lotus Traveler
device secunty policy,
* @ Wed 07/20 Mabile/PSCOM User CN=Mark Scherer/0=PSCDM on device
Android_22a0000015b 86 4b is in violation of their Lotus Traveler
device security policy.
* |3 @ Security: Access
*x |3 @ Server
* |23 @ Server: Monitoring
* |59 @ = Waming (Low)
* |2 @ Closed [+]
Open Event Generated by: mobile/psedm For server: Mobile/PSCDM
Th ; ! gt ) in Domain PSCDM Database: -
is event is not assigned to anyone) Agent _
Eventclass:  Enhanced
emEsss User John Bigenwald/PSCDM
Most Recent Event I Prior Events I =
@ Today, 8:06:25 AM (4998 occurrences, first zeen at Thureday, October 14, 2010 - 11:0%:04 AM)
User CN=John Bigenwald/O=PSCDM on device Android_22a0000015d3<320 is in violation of their Lotus Traveler device security policy.
Warning High
Explanation
» Reported by: ntraveler
* Severity and type: ® Warning High in Sﬂ:uriiya
#* Probable cause: User has disabled the device password.
# Possible solution: Modify the Lotus Traveler policy Violation Action value to Enforce for this user.
Event Change History:



Quick DDM Demo

. Midwest Lotus User Group Conference

Expanding Your Community Through Social Collaboration



Domino Configuration Tuner -
DCT

 It's like your personal consultant — for free
« DCT evaluates server settings according to a growing catalog of
best practices
- Rules get updated on a regular basis

30%
Woohoo! New updates are available!

DCT Template 2{15/2017 11:05:25 AM 511/2010 2:42:01 PM

We recommend that you download these newest updates

Accept Licensze and Download Cancel

o Still running Domino 7 ?
- Get NTF from IBM Technote #4019358
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DCT.NSFison Local (Rule Definitions: 02/15/2011) Scan Results

Updates
Current Report Change | Delete | Run again Filtered by ﬂ Server Change
Unnamed report run at 07/21/2011 09.21:51 AM CDT Show reports  for all servers Change

E NOTILA/PSCDM
B Critical
notes.ini CONSOLE_LOG_MAX_KBYTES sets the maximum size of the console.log file in Kbytes.
notes.ini DEBUG_CAPTURE_TIMEOUT captures semaphore time stamps and hgslﬂ'nhmnlﬂlglﬂ

notes.ini DEBUG_SHOW_TIMEOUT instructs the Domino server to log bet
notes.ini DEBUG_THREADID instructs the Domino server to output verbose logging with thread spet:ﬁ: information.
EWarning (High)

database ODS version should be as high as possible

notes.ini DEBUG_EMNAELE_UPDATE_FIX when used in conjunction with SERVER_NAME_LOOKUP_NO_UPDATE in Domino versions prior to 8.5
can be used to help supress unnecessary view updates.

notes.ini GROUP CACHE_SIZE ifi ﬂ'neslzeuﬂheﬁmup%che{m KBytes.)

notes.ini NLCACHE SIZE specifies the size (in bytee) of the NameLoDkup cache.

notes.ini NSF_BACKUP_MEMORY_CONSTRAIMED limits the amount of memory used by backup applicaitions and may prevent a server crash

Server Document 'Store Admin Process log entries when status of no change is recorded’ allows the administrator to indicate whether or not 'no

change' log decuments are saved in admind.nsf.

Server Document setting 'Compare public keys' allows an adminsitrator to indicate whether or not Notes and Domino public keys should be

compared and at what level

Setupl eaveServerTasks allows the administrator to preserve the ServerTasks and ServerTasksAt lines in the server's notes.ini on server upgrade.
[ Warning (Low)

Status: @ The router 'Logging level' option is set to 30, which is higher than the recommended 'Minimal (10} value.
Server: E NOTIL4/PSCDM running Domino 8.5.2 on Windows/2003 5.2 Intel
Severit: (% Warning (High)

Explanation

Log sensitivity for mail routing can be adj d via the Confi
Controls, Logging level.

Settings d under Router/SMTP, Advanced.

This setting specifies how much lagging detail the mail router and SMTP task will send to the server console and log file. Value
Ihlesholds are as follows:

imal (10)' to log Fatal and Error messages

'Mormal (20)' to also log some informational messages

'Informational (30)' to also log plenty of informational messages

"Verbose (40) for extremely verbose logging

Default This value is initially setto 'Normal (20)'

Recommendations

Itis ded thatthe Confi Settings d 'Lagging level' setling be setto a value of 'Minimal (10)".

Links & References

Technote 1085105: Minimum Logging Configured on Domino Server but Logging Still Occurs (on Console and in Log) ( Source:
IEM/Lotus Technote )

Midwest Lotus User Group Conference 2011

Expanding Your Community Through Social Collaboration




Quick DCT Demo
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Health Monitor

e Enabled via the Administrator Client
P refe re n CeS Administration Preferences

& Basics Global settings for Monitoring
@ Files Do not keep more than ,E ME of monitoring data in memory (4-35 MEB)

E\ Monitoring Mot responding status displayed after Iﬁ minutes of inactivity
Lf} Registration | W Generate server health statistics and reports

*" Statisti
e Location specific Monitoring settings
When using location: Online ﬂ
Monitor servers: * From this computer

" From server

Poll servers every |2 minutes (1-60 mins)

[v Automatically monitor servers at startup

OK | Cancel |
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Health Monitor

« Watch all your servers on a single screen
 Look for specific Tasks in trouble

People & Groups ] Files ] Server... l Messaging... I Replication I Configuration ]

Status l Analysis ] Manitering l Statistics l Performance ]

qi Monitoring profiles: [
By State hd I” Show me past error states only PSCOM Domain j O - Stop
T Hea| 09:54:26 AM - 09:58:17AM =  |Adm|Age| Dat |Eve | Ind |Rep|Rou| Sta Usere % | Dead© | Hold & Waiting <& | Availabilitylndex = ElapsedTime
A 4 DEMOILOUPSCDM [ T P R A PR 0 1] 0 0 100 72 days 01:03:13
A @ Mobile/PSCDM gy gy gy g g oy dn 3 1] 0 1 0 64 days 18:36:25
A @ wNoTIL2PSCDM g gy gy g gl ol O 1 150 0 0 100 & days 01:48:31
A @ NOTIL3PSCDM gy fly ol gy gy o O - 0 1] 0 0 100 7 days 06:56:21
A @ woTIL4PSCDM gy gy gy gy gl ol gl 32 26 0 0 50 44 days 14:44:43
A 4 wNoTILEPSCDM ol il i - 0 19 0 0 1000 225 days 08:51:36
A 4 NOTILBESDUPSCDM W o - 1 i} 0 0 100 83 days 01:31:05
LIC ace/ - avE z .
a QuickPlace/PSCDM S i b b i b 1 412 0 0 100 14 daye 23:10:18
ametime/ - aysE J .
a 5 ime/PSCDM (PN U R 1 0 0 0 99 66 days 01:05:28
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Health Monitor Database

« Configure Thresholds

Health Monitoring = Refresh View
Server ~ Index Rating Value Comments
Fga'th Reports | * NOTIL4/PSCDM Overall Health Critical 99  The "LDAP Server” task is loaded but not responding.
T Historical Reports l ¥ Mobile/PSCDM Overall Health Critical 97  The "HTTP Response” component is reporting critically poor performance.
Configuration CPU Utilization Healthy 1
TIServer Components | Disk Utlization Healthy 1
T Index Thresholds
l, HTTF Response Critical 97
ﬂ Mail Delivery Latency Healthy 1
ﬂ Memory Utilization Healthy B
Network Utilization Healthy 1
ﬂ MNRPC MName Lookup Healthy 1
ﬂ Server Response Healthy 6
B b NOTIL3/PSCDM Overall Health Healthy 121
ﬂ b Sametime/PSCOM Overall Health Healthy g!
B b QuickPlace/PSCDM Overall Health Healthy 41
B b NOTIL2/PSCDM Overall Health Healthy 2
ﬂ » NOTILE/PSCDM QOverall Health Healthy 21
ﬂ P NOTILEESD1/PSCDM Owerall Health Healthy 2
B b DEMOILO1/PSCDM Overall Health Healthy 11!
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Quick Health Monitor Demo
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Domino Diagnostic Probe (New In 8.5.2)

« Monitors slow or unresponsive servers

« Do not leave it running forever

jvm\bin\java -jar dbopen.jar -d mail\test.nsf -t 60 -p 60 -nsdoptions "-nomemcheck"
-outfile C:\Domino\data\IBM_TECHNICAL_SUPPORT\DomPerfMon.txt

It will try to open test.nsf and will generate a NSD with no
MEMCHECK if Database takes more than 60 seconds to open

IBM Technote:
http://www-01.1tbm.com/support/docview.wss?uid=swg21429892
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Things you should take a look at
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Messaging

o User 3" Party Tools for SPAM and AV

* Postini, MX Logic, Message Labs, etc...
« Hardware appliances also do a pretty good job

o SmartHosts
— DNS Lookups need resources

» Message Tracking can save the day
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Messaging

o Still using one Mail.box ?
— Never appropriate on any server

— When to add another mail.box

e |F
(Mail.Mailbox.AccessConflicts / Mail.Mailbox.Accesses) x 100 > 2

« THEN
You need to add a mail.box

Mail.Mailbox.AccesseConflicts 1151 8
Mail.Mailbox.Accesses 3877 3023
Mail.Mailbox.MaxConcurrentAccesses 6 5
Server.MailBoxes 2 4
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DAOS

« DAOS folder should be located outside of the
domino data directory

» Order matters If backup iIs performed while server
IS online —
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Hugedile ppt
J,ﬁ\'\.
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DAOS

« DO NOT play around with the NLO/DAOS Folder
unless instructed by IBM. DAQOS is not a toy.

e Set AV to not scan/act on DAOS folder and NLO files

» Setting DAOS to remove 4 kb attachments is not a
good idea (Use DAQOS Estimator)

DACS Minimum Size wersus number of WLO's and Disk Space:

0.0 KB will result in 429884 .nlo files using 120.7 GB
4.0 KB will result in 383502 .nlo files using 120.6 GB
8.0 KB will result in 343758 .nlo files using 120.5 GB
16.0 KB will result in 310129 .nlo files using 120.2 GB
32.0 KB will result in 274818 .nlo files using 119.4 GB
g4.0 KB will result in 113402 .nla files using 110.4 GB +—-
1.0 MB will result in 22456 .nlo files using 85.8 GB
5.0 ME will result in 3906 .nlo files using 47.% GB
20,0 MB will result in 448 .nlo files using 17.6 GB
100.0 ME will result in 22 .nlo files using 3.8 GB

Expanding Your Community Through Social Collaboration
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Transaction Logging

 DAOS requires TXN

« Make sure you use a separate disk or equivalent if using SAN or large
drives (iSeries and zSeries)

« Keeps a sequential record of every operation that occurs to data
« With the right Backup tool, you can have incremental backups

Basics l Se:uril}'l Ports... l Server Tasks... l Internet Protocols... l MTAs... l Miscellanecus lETransadiDnal Logging”

Transactional logaging: Enabled /=
Log path: logdir
Logging style: Circular g/ =
Use all available spaceon =~ voo & Ng
log device:

Maximum log space: 2024 4 MB
Autu:umatl:flxup of corrupt Enabled
databases:

Runtime/Restart

DEI‘fDFI'I'IaITCEZ Standard . B

Cluota enforcement: Check file size when extending the file =
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ODS

 Always be at the latest ODS Version.
Period.

— Create_R85 Databases=1 (Servers and Clients)

 For the Clients (New In 8.5.2)

— Desktop Policies

« “Enable upgrade of all local NSFs to latest ODS
version”

— Notes.Ini
 NSF_UpdateODS=1
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ODS 41 (R5) ODS 43 (R6/R7) ODS 51 (R8.5)

Database - =m 7 Database b = 7 X Database - mm 7 Y
clilslelzial=|flelilalealzialzllelilalalsla|=]
Unread Mark Options Unread Mark Options Unread Mark Options
Don't maintain unread marks Dont maintain unread marks Don't maintain unread marks

Replicate unread marks: Replicate unread marks:
+ MNever Clustered servers only All servers Newver Clustered servers only  +  All servers

Advanced Options Advanced Options Advanced Options
Optimize document table map Optimize document table map Optimize document table map
Don't overwrite free space Dont overwrite free space Don't overwrite free space

Maintain LastAccessed property Mairtain LastAccessed property Maintain LastAccessed property
Disable transaction logging Disable transaction logging Disable transaction logging
Don't support specialized response hierarchy Dont support specialized response hieranchy Don't support specialized response hierarch
Use L1 compression for attachments Use LZ1 compression for attachments
+ + Use Domino Attachment and Object Service
Don' allow headline maonitoring Dont allow headline monitoring Don't allow headline monitoring
Allow more fields in database Allow more fields in database Allow more fields in database
Support Response Thread Histony Support Response Thread Histary Support Response Thread History
Dont allow simple search Dont allow simple search Dont allow simple search
Compress database design Compress database design Compress database design
Compress document data Compress document data Compress document data
Disable automatic updating of views Disable automatic updating of views Disable automatic updating of views
Disable export of view data Disable export of view data Disable expart of view data
Allo Allow soft deletions Allow soft deletions
Pemmanently delete documents after 43 hours Permanertly delete documents after 43 hours

Limit entries in $UpdatedBy fields Limit entries in EUpdatedBy fields Limit entries in $UpdatedBy fields 1
Limit entries in $Revisions fizlds Limit entries in $Revisions fields Limit entries in $Revisions fields 0
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Compression

« Some Organizations are not aware of all the space
they can save by using:

— Design Compression
— Data Compression

— LZ1 Compression + DAOS

« Multiply this by thousands of documents by

Design

hundreds of databases

Design
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Log Files

« Use Notes.ini or Space Savers setting to control size
Log=logfilename, log_option, not_used, days, sSize

Replication Options for Domine Web Log |
_‘—l Basics

@ Space Savers v Bemove documents not modified in the last lﬂ days

‘%: Send [ Receive summary and 40KB of rich text only

@ Other

@ Advanced

[~ Documerts in specified views or folders

[ Documerts that meet a selection formula

Changes made here apply to all locations

- Folders and Views - -
] All Requests

] Authenticated Requests

] Google Ads

T Invalid Link Requests

] Requests By Contert

T Requests By Date

] Requests By DNS

T Reguests By Referer

] Requests By Site

1 Ramnacte Fir Stztie hd
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Replication

« Enough said

|
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Notes.Ini

» Keep It clean
— Remove debug variables when no longer needed

» |IBM recommends keeping these
— CONSOLE_LOG_ENABLED=1

Captures server console data and logs to console.log file

— DEBUG_THREADID=1
Stamps server threads and logs to console.log file

— CONSOLE_LOG_MAX_KBYTES=204800

Restricts the console Log size to 200MB and then overwrites oldest entries
— DEBUG_CAPTURE_TIMEOUT=1
Captures semaphore time stamp and logs to the semdebug.txt

— DEBUG_SHOW_TIMEOUT=1

Captures semaphore information and logs to the semdebug.txt
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Server Settings

» Server Tasks
— Do you need them all ?

e Ports

« Default settings

— Security

— AdminP Threads (Too many requests? Default is 60 mins & 3
threads)

— HTTP (Timeouts, Caching, Logging, Bind to Host Name)
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Clusters - Server Availaibilty Index
(SAI)

Equal to the percentage of the total server capacity that is still available
Use SERVER_TRANSINFO_RANGE to improve your SAI

— Use SH Al to determine the right value

— Use SH Al when servers are experiencing a heavy load

— It is like you need to tell Domino how fast your server/hardware is.

Very useful when looking to control Load Balancing in Clustered
environments

— Server_Availability Threshold will indicate when to send the
request to the other server in the cluster

It can also be used on non-clustered servers to understand health of the
server
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Clusters - SA

» Customer complained about users being redirected
to other servers too often.

— Before and after setting
SERVER_TRANSINFO RANGE =18

A g i

M'dW”ca; LULUD UoTT WUTUUpN wuUiTici Ciive
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Maintenance Tips

Schedule monthly server restarts.

compact, fixup, updall on names.nsf, admin4.nsf, events4.nsf, log.nsf,
cldbdir.nsf while the server is down.

Schedule the following tasks on a weekly schedule: FIXUP, UPDALL
and COMPACT of all databases while the Domino server is offline.

— A DB with 99% Used Space is not necessarily good
— Fixup is not really required if TXN if enabled with AutoFixup
Perform tape backup restoration tests to ensure valid recovery data.

Review monthly server statistics for performance and availability
ISSUes.

Run a Cluster Analysis

“Administrator Guide for Domino Server maintenance”
- IBM Technote #7006573
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Local and Managed Replicas

Considering Server Consolidation ? Go Local !

Will reduce Server and Bandwidth/Network Utilization
Improved load time.

Offline access

The real 24/7 !

Read: “IBM Lotus Notes and Domino 8.x local mail

replicas: Advantages, considerations, and best practices”

http://www-
10.lotus.com/Idd/dominowiki.nsf/dx/IBM_Lotus_Notes and Domino_8.x_local _mail
_replicas_Advantages considerations_and_best_practices
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Features you should be using

 |D Vault
— Password Sync
— Certificate rollaouts

* |nternet Password Lockouts
— SECUrity | @ssesceme ®om

Configuration Settings : domtest1/KGCI

Basics ] Se:urit-.f‘ Client Upgrade ] Router/SMTP ] MIME l MOTES.IN| Settings | Domino Web Acg

Enforce Internet Password Lockout: Yes I+

] [+ Lockouts
Log Settings: W Failures
Default Maximum Tries Allowed: 5
Default Lockout Expiration: 0y Minutes /=
14 Days /=

Midwest Lotus User Group Conference
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Features you should be using

Automatic Server Recovery

Run This Script After Server (This script must not run N30
Fault'Crash:

Run NSD To Collect lv Enabled
Diagnostic Information:

Automatically Restart v Enabled
Server After Fault'Crash:

Cleanup Script ! NSD

. . . 300  seconds
Maximum Execution Time:

Server Shutdown Timeout: ~ 300 seconds

Maximum Fault Limits: 3 1 faultz within * 5 5 minutes
Mail Fault Maotification to: Lotusfdmins 4=
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Features you should be using

Diagnostic Collections and Fault Analyzer

Introduced in R7

Automatic reporting and analysis of server crashes
Automatic cleanup of server crash files

Enabled in configuration document -> Diagnostics tab

Mail-in Database for diagnostic reports:  * Lotus MotesiDomino Fault Reports ;=i

Maximum size of diagnostic message 20,
including attachments (in MB}:

Maximum size of MSD output to attach " 10,
{in MB):

Maximum amount of console cutput 710240
file to attach (in KB):

Diagnostic file patterns:

Remove diagnostic files aftera Yes =]
specified number of days:

MNumber of days to keep diagnostic 365
files:

Run Faultinalyzer on Fault DBs on this Yes =

SErer
Run Fault Analyzer on: Specific mail-in databases | =]
Databases to run fault analyzer against * |ndtf nsf

Remove attachments from duplicate No =

faults:
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Features you should be using

 Policies

— Desktop, Security, Mail, etc....
 Session Authentication

— Use LTPA Token (Cookie)
» Network Compression

— Useful when bandwidth is limited

« Run Web agents concurrently

— Agents don't need to wait in line. Domino Is not
the DMV
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Some additional tips for....
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Quickr

ServerTasks=HTTP, Router
Use Qpconfig.xml

Connectors

— Disable checking if clients has Connectors installed

<connectors>
<roundTripEdit enabled="never" />
</connectors>

* It is heavy on Disk....2000 Places = 6000
Databases

— SAN or Disk Array Device with more spindle capacity
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Quickr

 PlaceCatalog.nsf

— load balance places view enabled=*‘true”
(New in 8.5) ST TaTal <1211

Unread Mark Options

— Set right properties

Advanced Options
| Optimize document table map
¥| Don't overwrite free space
Maintain LastAccessed property
Dizable transaction logging
Don't support specialized response hierarchy
¥| Use LZ1 compression for attachments

Dant allow headline manitoring
Allow more fields in database
Support Response Thread Histony
Dont allow simple search

Compress database design
Compress document data

Disable automatic updating of views
Disable export of view data

Allow soft deletions

Limit entries in SUpdatedBy fields 5
Limit entries in $Revisions fields 5
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Questions?
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